Testing the Untestable
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Stuart Thomas - Balding, middle-aged, white guy

Started in tech as a manual tester

Now a Senior Engineering Leader

Publish my thoughts on TheQualityDuck.co.uk

| enjoy talking and writing about all things Software
Engineering, Quality, Testing, DeVvEx, and Leadership
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For decades, software
THE DETERMINISTIC PAST

testingrelied onasingle

X=Yy

truth: same input, same

output, every single time.
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THE GENERATIVE Al REALITY

Generative Al

broke that truth!

X=7?
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How do you build confidence in a
system that is unpredictable?
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The Five Shifts for Testing Al
1. The Input Shift

2. The Verification Shift

3. The Safety Shift

4. The Baseline Shift
5. The Observability Shift
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1. The Input Shift
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3. The Safety Shift
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DATA-FLOW

The SRuality Duck.



3. The Safety Shift

GUESS THE CORRECT ]
DATA-FLOW

The SRuality Duck.



3. The Safety Shift

GUESS THE CORRECT ]
DATA-FLOW

The SRuality Duck.



4. The Baseline Shift
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5. The Observability Shift
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Shift-Left...

Shift-Left Testing

Post a Comment

By combining development and quality assurance earlier and more deeply in your project
plan, you can expand your testing program and reduce manpower and equipment needs.

Credit:Larry Smith - https://web.archive.org/web/20200621040103/https://www.drdobbs.com/shift-left-testing/184404768
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Credit: Dan Ashby - https://danashby.co.uk/2016/10/19/continuous-testing-in-devops/
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Holistic Testing...

' ¢ ,’
\'; ‘:' «  Test infrastructure "‘
\ §o:® Eun uu::mu;d tests .
Y ’ * Jest? | mne ’
A + Test the ideas b + Test M].ngpca"nbugu "’
« Identify risks ‘\ 2. DENIEARG. YOE "' * Test the system )
» Test assumptions ' } /'
» Create testable stories

- -
- -
- .
-
-

»  Test in production
* Use feature toggles
or blue/green env

+ ATDD /BDD
+ Exomple mopping ‘ ..
+ Prototypes - NN
+ Determine what to ' el
observe or monitor -
. - r * How do customers
S+ Automate tests | + Mypothesize', use the product
;7 ¢+ Instrument the | ondodapt '\ * Monitor for warnings
g code ' . and errors
v + Test stories ond '-. ‘\
features

Credit: Janet Gregory - https://janetgregory.ca/testing-from-a-holistic-point-of-view/
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More Holistic Testing...

L Analyse risk

-Produce threat model
-Estimate customer impact

¥ Shape story

-Define acceptance criteria
-Create testable stories
-Discuss feature flagging
-Test assumptions

Conduct
exploratory testing

Run unit
tests

Create new

tests

54
Test as

Run static goubuild

code analysis

tools Update

existing

tests

1

& Determine value

-Does user research
support it?

-What is the effort
vs reward?

7 Testideas

-Does user research
support it? 5

-Collect early
customer feedback Deployment

Ideation

Continuous

integration

Deployment

Continuous
integration

Continuous
feedback

Ul tests

Accessibility tests
Visual tests

APl tests
Integration tests  Contract tests
Service layer tests

Unit tests

Non-functional tests

Per testing
DAST

[
Run smoke
tests

6

Manual

- checks
Run smoke ”
Release tests 82 Enable
Targeted feature toggles
automated
tests

T

Monitor
Monitor ® Synthetic monitors

‘4 Observability

Continuous

feedback

ul Track results

-Triage customer feedback
-Track NPS score

-Check logs

-Explore data analytics
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How the Five Shifts Fitin...
‘ Input Shift - Synthetic Personas

‘ Verification Shift - LLM-as-a-judge

Ideation
Deployment

Release

‘ Baseline Shift - Benchmarking

‘ Safety Shift - Human-in-the-loop

A,

0,

‘ Observability Shift - Tracing

Continuous Monitor
Feedback
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Testing Al isn’t about being
sure there is no risk.

It is about creating confidence

that the level of risk is low
enough to be acceptable.
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Questions? Scan for
Come see me for .

office hours in the socials j
Corn Exchange

13:30 - 14:30

Want to try your
hand at testing Al?
Capture the flag:
Collaborative
red-teaming for
LLMs workshop
starts at 11:25
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